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 NSSLGlobal unveils SMART@SEA its next generation 
evolution for on-board cyber and IT management  

 

SMART@SEA’s powerful suite of security features help operators become IMO Cyber compliant 

PRESS RELEASE – Tuesday 22nd June 2021: NSSLGlobal, the independent satellite 
communications and IT solutions provider, has today launched SMART@SEA, its powerful 
maritime solution that offers a virtualised on-board appliance for managing all aspects of their 
communications, cybersecurity, IT services and crew welfare services. Practical and cost-effective 
this future-proof solution will give operators unrivalled levels of transparency and operational 
control over their networks, bandwidth usage and cyber protection.   
 

 
 
To serve an industry which has been increasingly adopting digitalisation for on-board operations, 
SMART@SEA provides vessel operators with an extensive smart technology portfolio. Developed 
in house, vessel operators are safe in the trusted hands of a global organisation with a solid 
maritime heritage spanning over 50 years. 
 
 

https://www.nsslglobal.com/cyber-security
https://www.nsslglobal.com/crewvision2
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SMART@SEA is the go-to digital platform in response to the IMO MSC.428 
resolution on Maritime Cyber Risk Management in Safety Management Systems which has very 
clearly placed the responsibility for cyber risk management on vessel operators. NSSLGlobal’s 
robust ISO 27001:2013 security processes ensure that operators are proactively supported in 
their roadmap to achieve critical IMO Cyber compliancy. SMART@SEA’s core features include an 
integrated Unified Threat Management (UTM) with enhanced Layer 7 firewall, anti-virus, 
intrusion detection and prevention systems, Cyber Security Information and Event Management 
(SIEM) with an embedded VPN.   
 
These are all part of an impressive suite of optional cyber protection services that customers can 
select depending on their individual needs. Alongside this is the expertise that NSSLGlobal brings 
with its decades of industry knowledge.   NSSLGlobal’s cybersecurity assurance to ship owners, 
frees up their time to focus on other vessel priorities that are core to their business.  
 
 

SMART@SEA IMO 2021 Protection 

Fully supported Hardware ✓ 

Supported & updated OS ✓ 

Software Patching Mechanism ✓ 

Network Protection – Layer 3 Firewall ✓ 

URL Web Filter ✓ 

DNS Filter ✓ 

Security Information and Event Information (SIEM) ✓ 

Botnet protection ✓ 

Ransomware defence ✓ 

End Point Status monitoring & reporting ✓ 

Regular Anti-virus updates (up to 2 hourly) ✓ 

Network Protection – Layer 7/Application Firewall (UTM) ✓ 

Rapid AV Scanning & reporting ✓ 

Multiple Network Monitoring ✓ 

IDS & IPS ✓ 

VM Support ✓ 

VPN ✓ 
Remotely Configurable solutions ✓ 

24/7 Support ✓ 

Crew training & Best Practice videos ✓ 
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SMART@SEA is designed to give maritime customers complete operational control regardless of 
the satellite or terrestrial communications system on-board. It also enables remote deployment 
and delivery of other customer specific applications and NSSLGlobal’s value-added services. For 
example, SMART@SEA services can be remotely activated to help vessel operators provide 
essential welfare and recreational features for crew to combat the effects of isolation and 
anxiety. These include the popular info/entertainment CrewVision service which provides fully 
licenced, multi-lingual viewing content and CrewUnite wi-fi hotspot internet and voice vouchers 
for keeping in contact with family and friends. With its virtualised platform SMART@SEA is also 
able to provide computer hosting services that enable saving of both space and crew resources 
on-board. Customers can now feel assured that configurations, updates and patches are being 
remotely managed without the need for costly and time-consuming in-house expertise and 
training on the specific platforms.  
 
Sally-Anne Ray, Group CEO at NSSLGlobal, comments: “Use of ever connected technologies has 
brought innumerable benefits to the maritime industry in terms of cost savings, efficiency and 
flexibility. However, this global interconnectivity also poses significant security risk to the 
maritime industry. NSSLGlobal’s new Smart@Sea suite of services brings together the seamless 
integration of communication, cybersecurity, IT services and crew welfare to help support 
vessel operators in their IMO cyber compliancy. It also offers a complete solution for all their 
operational needs in one simple user interface that can be managed and proactively monitored 
both on board, remotely by the HQ and of course backed up by our highly skilled 24/7 NOC 
operators.  The launch of our future-proof Smart@Sea Portfolio is testament to us listening to 
our customers in continuing to customise and build our Technology Roadmap around their 
existing and emerging needs.” 

ENDS 

For additional information on SMART@SEA please visit the website, download the brochure 

or email marketing@nsslglobal.com. NSSLGlobal customers please contact your Account 

Manager. 

www.nsslglobal.com 

SMART@SEA brochure 

 

 

 

https://www.nsslglobal.com/crewvision
https://www.nsslglobal.com/maritimecommunications
http://www.nsslglobal.com/
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Notes to Editors  

NSSLGlobal Group is the world’s leading independent provider of satellite communications and 

IT solutions with innovation and customer service at the core of its DNA. With over 50 years of 

experience in the government and maritime mobility  

 

markets, NSSLGlobal provides best-in-class satellite solutions working in partnership with some 

of the largest MSS and VSAT satellite operators. 

 
Headquartered in the United Kingdom, the company employs 230+ staff worldwide and has 

offices across Germany, Denmark, Norway, the Netherlands, Sweden, Poland, Israel, Singapore, 

Japan, and the United States.  

 
NSSLGlobal Technologies, its technical and engineering Research and Development division 

based in Norway is focussed on developing and delivering market competitive satellite-based 

solutions for IPTV products and VSAT technology including Hubs and VSAT modems for mobility 

and fixed applications globally. 

 

NSSLGlobal has strong values and is committed to working ethically, with integrity and always 

lawfully wherever it operates and with everyone it does business with. NSSLGlobal is certified to 

the following ISO standards. Information Security Management Systems 27001:2013, Quality 

Management 9001:2015, Environmental Management 14001:2015 and Health and Safety 

Management 45001:2018. 
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